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“Your defenses…must 
therefore be flexible and 
inventive as the Arts you 
seek to undo”
PROFESSOR SEVERUS SNAPE (Harry Potter)
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Overabundance of information, including 
accurate information and disinformationInfodemic
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InfodemicInfodemic

An infodemic is an overabundance of 
information, accurate or not, in the digital 
and physical space, accompanying an acute 
health event, such as an outbreak or 
epidemic. It causes confusion and influences 
attitudes and behaviours that can harm 
health. It also contributes to mistrust in 
health authorities and undermines the public 
health response. […] With growing 
digitization – an expansion of social media 
and Internet use – information can spread 
more rapidly.

WHO, 2025

“We are not just fighting 
an epidemic – we are 
fighting an infodemic”

WHO Director-General 



Key conceptsInfodemics and the challenge of misinformation for public health

23-24 June, 2026
Fribourg, Switzerland

Rothkopf 2003

Infodemic
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Information ecosystem

An information ecosystem comprises the 
actors, structures and relationships that 
impact the transmission, production and 
consumption of information in a given 
environment. […] A person’s information 
ecosystem is the complex, dynamic 
infrastructure, sources and relationships 
through which information flows and reaches 
an individual. […]

WHO, 2025
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Infodemiology
• The study of the determinants and 

distribution of health information and 
mis/disinformation;

 
à the definition expanded to go beyond 

studying the use of data produced and 
consumed on the web and to include:

• An integrated understanding of the online–
offline information exchange and 
interactions;

• How these lead to behaviours that impact 
health outcomes. 

Data science

Information 
science

Epidemiology

Computer 
science

PsychologySociology
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Infodemiology Infodemic Management

WHO, 2023

PREPARE & MONITOR DETECT & INTERVENE STRENGTHEN

Ongoing monitoring, real time insights and strategy refinement

Social listening & 
integrated analysis to 

understand the questions, 
concerns, information 
voids, narratives and 

misinformation of 
populations

Delivering high 
quality health 
information & 

health 
programming

Intervening 
through design, 
implementation, 
and evaluation

Promoting and 
supporting 

resilience, healthy 
behaviors and 

community 
engagement 

Strengthening 
preparedness & 

prevention, 
planning, policy 

and systems



Misinformation Malinformation

Inaccurate 
information;
Users spread 
misinformation 
thinking it’s true

Use of true
information with

the intent to harm
(e.g. privacy

breach)

Disinformation

FALSENESS INTENT TO HARM

DefinitionsMisinformation and the erosion of trust
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Wardle & Derakhshan, 2017
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Debunking
False claim

Social listening
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Debunking
False claim

Social listening

“It’s false and 
can lead 
people to 
take poor 

health 
decisions!”

How to handle misinformation
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False claim

“It’s false and 
can lead 
people to 
take poor 

health 
decisions!”

Delete / Censor

Issue a CORRECTION

How to handle misinformation
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False claim

“It’s false and 
can lead 
people to 
take poor 

health 
decisions!”

Delete / Censor

Issue a CORRECTION

How to handle misinformation
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False claim

“It’s false and 
can lead 
people to 
take poor 

health 
decisions!”

Delete / Censor

Issue a CORRECTION

How to handle misinformation
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On combining representation and algorithmic bias

Fringe narratives treated as emerging public concerns (noise taken as signal)

Unwilling 
exposure of 
many people to 
the narrative

«5G causes cancer 
if you vaccinate»

«5G doesn’t cause 
cancer if you vaccinate»

CORRECTION ISSUED

How to handle misinformation
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From debunking to prebunking

Limitations of debunking

• Repetition of false claims can “backfire”;
• Reinforcement of “belief echoes” on 

social media;
• Impossible to debunk everything 

(volume);
• Only works for clearly false claims (not 

for grey-zones and uncertain claims);
• A posteriori (response rather than 

anticipation)!

Biological 
vaccine

Psychological 
inoculation

Weakened or 
inactivated 
pathogen

Small dose of 
misinformation 
(with prebunk) 

before exposure

Immune 
response 

(antibodies)

Critical 
awareness 

(manipulation 
tactics)

Resistance to 
infections

Resistance to 
false narratives

How to handle misinformation
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From debunking to prebunking

Basol et al. 2020

How to handle misinformation
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How to identify misinformation

Identifying revelatory manipulation sign 

Collodi 1883

Lies, my dear boy, are found out 
immediately, because they are of two 
sorts. There are lies that have short legs, 
and lies that have long noses. Your lie, as it 
happens, is one of those that have a long 
nose.

“

“
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How to identify misinformation

The nose as revelatory manipulation sign 

Can we identify manipulation
signs? (see the "growing nose")?

Falsehoods “with short legs” Falsehoods “with long noses”

Disinformation without viral potential:

«Fribourg is bigger than New York»
«It’s snowing in Doha, Qatar»
«Swimming is faster than running»

Advanced trickery, e.g.

"New peer-reviewed research from a 
European university shows that 
moderate lockdowns actually 
increased excess mortality in younger 
populations. Why aren’t public health 
authorities discussing this?”
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How to identify misinformation

Falsehoods ”with long noses”

Exploit:

The linguistic layer, focusing on functions of language;

The narrative structure, including archetypes and narrative phases;

The logic, identifying the presence of logical fallacies in the text;

The critical thinking, evaluating the text based on critical thinking skills features
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How to identify misinformation

The linguistic layer, focusing on functions of language;

The narrative structure, including archetypes and narrative phases;

The logic, identifying the presence of logical fallacies in the text;

The critical thinking, evaluating the text based on critical thinking skills features

Redaelli et al. 2026

The fingerprints of mis/disinformation



Misinformation and the erosion of trust

23-24 June, 2026
Fribourg, Switzerland

How to identify misinformation

Redaelli et al. 2025
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How to identify misinformation

Building FakeSpotter: 
A Viral Misinformation Detection Tool
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Why it matters

What happens during public health crises?

Public health threat

Concerns / Doubts

Uncertainty & Epistemic 
underdetermination

High demand for information

Low supply of information

INFORMATION VOIDS
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Why it matters

Concerns / Doubts

Uncertainty & Epistemic 
underdetermination

High demand for information

Low supply of information

INFORMATION VOIDS

Mis/disinformation Accurate information

Information voids
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Why it matters

High demand for information

Low supply of information

INFORMATION VOIDS

Mis/disinformation Accurate information

Information voids Information voids get filled 
with mis/disinformation

Evidence
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Why it matters

Mis/disinformation Accurate information

Information voids Information voids get filled 
with mis/disinformation

DETECTION 
(Social listening)

Informing communication

Evidence
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Why it matters

Information voids get filled 
with mis/disinformation

DETECTION 
(Social listening)

Informing 
communication

Slow, reactive 
approach!

Evidence

Mis/disinformation Accurate information

*Detection requires knowing what is false!
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Why it matters

Information voids get filled 
mis/disinformation

DETECTION 
(Social listening)

Informing 
communication

Slow, reactive 
approach!

Evidence

Accurate information

*Detection requires knowing what is false!

Fingerprinting
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Why it matters

Informing 
communication

Slow, reactive 
approach!

Evidence

*Detection requires knowing what is false!

Fingerprinting

• Fast detection of misleading 
information with viral potential;

• Content agnostic:

• Probabilistic tool:

• Manipulation tactiques can 
evolve to a limited extent

à They are mostly conserved
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