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The focus
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World Health Organisation (WHO)
COMPETENCY FRAMEWORK FOR INFODEMIC MANAGEMENT (IM)  
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Infodemic
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MISINFORMATION: “Information that is false, but the person who is disseminating it believes 
that it is true”

DISINFORMATION: ”Information that is false, and the person who is disseminating it knows it 
is false”

MAL-INFORMATION: “Information that is based on reality, but used to inflict harm on a 
person, organization or country”

Terminological clarification

(Wardle 2020)
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A major public health issue (not only in the covid
context)
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A major public health issue (not only in the 
covid context)
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4 Pillars of IM
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§ WHO: “knowledge should be translated into actionable behaviour-change messages 
presented in ways that are understood by and accessible to all individuals”

§ “But KT is subject to political, commercial, or other influences that distort the scientific 
message, the influencing factors should be minimized or, if present, at least clearly 
disclosed and called out”
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First pillar: Accurate knowledge translation
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§ Knowledge Refinement, Filtering, and Fact-Checking

§ Clearly labelling the provenance of the information at the different knowledge 
production stages

§ For example, in the science layer: unreviewed preprints, peer-reviewed scholarly 
communications…
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Second pillar: Fact-checking
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§ The user carries a significant part of the responsibility to select and evaluate health 
information. 

§ “For example, nothing stops a user from tapping into the vast array of unreviewed
preprints published in preprint servers such as medRxiv…”
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Third pillar: eHealth and science literacy
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Third pillar: eHealth and science literacy
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§ “Infoveillance requires generating metrics on information supply on the internet,
including its quality (for example incidence of anti-vaccination tweets), as well as
information demand metrics, such as search queries or questions posed on social
media or other web 2.0 platforms”
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Fourth pillar: Infoveillance
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§ On February 15, 2020, the WHO director-general, Tedros Adhanom Ghebreyesus, 
warned the world of the threat of an infodemic accompanying the pandemic

§ In April 2021, United Nations Communications Response Initiative to combat the 
spread of mis- and disinformation

§ May 11, 2020, Guidance note on addressing and countering covid-19 related 
hate speech

§ Between June and October of 2020, the WHO Information Network for Epidemics 
(EPI-WIN): global online technical conference to develop a public health 
research agenda for infodemic management 

§ 21st September 2021 WHO, in partnership with the US Centers for Disease 
Control and Prevention (US CDC) published the competency framework
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Some history
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The framework
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§ A guide to orient and support the design, development and the evaluation of the 
needs of institutional workforce (i.e. IM workforce)

§ It contains, under certain domains:

§ Activities: core functions of work, which encompass groups of related tasks (e.g. 
identify individuals’ needs)

§ Tasks: observable component units of work within an activity (e.g. identify 
people’s topics of interest)

§ Knowledge: the informational basis needed to perform a certain task (e.g. 
quantitative research methods)

§ Skills: A specific ability that is learned through practice (e.g. utilize social listening 
research methods)

15

What is a competency framework?
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§ A qualitative study with key participants 

§ Specifically, participants (n = 26), (n = 10, academics) and (n = 16, professionals in 
the field). 

§ Countries: Africa (n = 3), Belgium (n = 1), Canada (n  =2), China (n = 1), Finland (n = 
1), Italy (n = 2), Malta (n = 1), Pakistan (n = 1), Sweden (n = 1), Switzerland (n = 1), 
Thailand (n = 1), UK (n = 3) and US (n = 8). 

§ Backgrounds: informatics, health behavior change, health communication, health 
economics, health education, health literacy, health policy, public health, scientific 
journalism, and social media.  
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Background research



07.04.22

Important dimensions of IM (results from expert-interviews)

1) Institutional capacity
“Institutional capacity requires findings human resources and having, among other things, legal 
framework. Here governments have to partner and show awareness of the importance of IM”

2) Ongoing education
“Let the public know when relevant new information about the pandemic becomes available and 
explain how new information may change pandemic guidelines”

3) Targeting communication
“We must consider what form of communication people need (written, audio, visual and so forth). 
We have to decide the best speak for a certain message: a press officer, a good narrative person, 
and expert in scientific findings. We need influencers, but it also important to have as testimonial 
normal people”

17
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Important dimensions of IM (results from expert-interviews)

4) Marginalized people
“Building relationships with marginalized people is essential. Everybody suddenly is 
important!”

5) High vs low quality information
“Freedom of speech for sure, but it should also have limitations. You can have it until 
it does not harm. There are many legal aspects linked to the control of information. 
From monitoring to action is not easy. What do you do? Do you block the account of 
people? This is not feasible in a complex system…” 

6) Partnership
“There is no such a person who can have all of the skills” 
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Key concepts

SURVEILLANCE - LISTENING

VIRUS - NARRATIVE

DISEASE - DISTRUST

INTERVENTIONS

19
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At the core of the framework
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LISTEN

Goal 1. Infodemic managers listen to target audiences and identify 
individuals’ information gaps and needs, and behaviors

§ IM requires:

§ skills to utilize research methods, social listening and social media monitoring 
tools to collect, analyse and evaluate (online and offline) data

§ skills to identify targets for IM interventions for behaviour change within an 
ecological behavioural perspective 

21
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INFORM

Goal 2. Infodemic managers share accurate and appropriate 
information with target audiences to increase awareness, promote 
health literacy and strengthen behaviour

IM requires:

§ skills to use theoretical insights and research findings to tailor, pre-test and deliver 
health communication messages

§ skills to maintain, promote and build trust in health institutions

§ skills to engage with the media and to empower spokespersons to speak on 
behalf of institutions

22



07.04.22

INTERVENE

Goal 3. Infodemic managers design, implement and evaluate 
interventions to promote resilience to misinformation. 

IM requires: 

§ skills in social marketing and health campaigns

§ skills to design public health multilevel interventions

§ skills to evaluate interventions

23
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CORRECT

Goal 4. Infodemic managers build resilience to mis/disinformation

IM requires: 

§ skills to develop and utilize standard operating procedures to collect, analyse and 
correct misinformation on various levels

§ skills to build and strengthen coordinated work with partner organizations and 
stakeholders to act on mis/disinformation in a timely way

24
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STRENGHTEN

Goal 5 (overarching). IM strengthen institutions’ capacity

IM requires: 

§ skills to build IM capacity within institutions 

§ skills to promote and to facilitate implementation of IM within institutions 

25
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Interdisciplinarity of IM
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Image drafted by Jennifer Cole
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Few dissenters in the scientific community who are "louder" than the silent 
majority

Widespread scientific illiteracy

Presenting opposing views as having the same value, as they were equal (e.g. 
giving them the same public space, the same coverage) although one is the view of 
the scientific community and the other is the view of a few dissenters

"misinformators" are better communicators (or manipulators…) 

Some news receive way larger coverage than others and therefore stay in the 
public memories (e.g. fraudulent study on MMR vaccine and autism were more 
discussed in the media than the fact that the authors had to retract their study)

Disinformation spreads quickly: 
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Reestablish trust in the institutions, in facts and in rational discourse 
à When people trust, they follow the recommendations

Promote critical (media) literacy (= skeptical disposition and a critical attitude toward 
information, its production and distribution)
à Enhances resilience to disinformation (using critical thinking instead of intuition)

Critical thinking and trust are key

(Lewandosky & Cook 2020; Craft et al. 2017)
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Recent publications
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If people see you as a trusted and credible source, they’ll listen to you and possibly 
apply your recommendations

But you do not build trust and credibility overnight…

àHow to: Through routine communication in normal times and constant updates 
during the crisis

àWhy: People have to think that when it comes to health, you are the expert and they 
can rely on you + seeing you regularly 

1. Build trust and credibility 
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To know what topics are trendy, which stories (including conspiracy theories) are 
circulating, what are people's concerns

To understand what are the reasons behind (beliefs, emotions, …) inappropriate 
behaviors and adopt the best strategy to change them 

§ Is risk perception low because people are tired of restrictions or is it low because 
people in a certain region haven’t seen the consequences of covid-19? 

àHow to: monitor social media platforms

2. “Listen to” people
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Do not limit communication to public health emergency   à Structure a routine 
communication

à How to:

§ Address topics that are of interest for your audience and in which you have expertise

§ Differentiate types of content (e.g. more entertaining; knowledge dissemination; of 
general interest vs for specific patient groups)

§ Have different channels to reach out to people (e.g. social media, newsletters, 
journals)

3. Talk to people – Normal times
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Talk to people – Example Mayo Clinic

Written post – Topic of general interest, knowldge
dissemination (mental health)

Video – Topic of general interest, 
entertaining (nutrition)

Written post – Topic of interest
for specific group

Interview – Technology implementation at Mayo 
Clinic

Written post – Topic of general interest, 
presenting the staff
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4. Talk to people – During the crisis

à How to:
Choose a high-credibility source (à more persuasive)

Create a link with your audience (i.e. avoid shaming, be empathetic)

Don’t keep secrets and acknowledge uncertainty or current problems 

Repeat the main message (e.g. which precautions they can take) and provide regular 
updates, using different formats through different channels
§ e.g. WHO weekly media briefing on Facebook and WHO posts on Instagram to 

remind the recommendations and correct misinformation
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Talk to people – During the crisis
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Many institutions are perceived as far away from the public and when they 
“appear” in the public discourse during a crisis, they have only few followers = 
they reach out to few people

àHow to: Establish stable collaborations with opinion leaders and influencers 
(e.g. soccer players, singers, YouTubers, TV moderators) who endorse your 
messages

àWhy: It will be easier to reach out to different audiences in case of a public 
health emergency (but also of a health promotion campaign…)

5. Build a social media network



07.04.22

à How to:

• Provide consumers with guidelines for fact checking

• Inform about accreditation systems which have transparent criteria 

• Direct people to fact-checking websites (e.g. factcheck.org; FirstDraftNews.com, 
Snopes.com)

• Direct people to “whitelists” of news sources 

• Suggest the use of a browser extension that provides a green–red signal to indicate 
whether a website adheres to basic standards of credibility and transparency (e.g. 
NewsGuard)

6. Educate  
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Inoculation or prebunking = a "vaccination" against 
misinformation

If people are told that they might be misled and are made 
aware of the fallacies in conspiracy theories, they may become 
less vulnerable to such theories

à How to: campaigns to raise awareness about 
misinformation and promote virtuous behavior

7. Invest in pre-bunking

(Lewandosky & Cook 2020)
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• Developing/reviewing terms of reference and job descriptions

• Redesigning work processes

• Reorganizing responsibilities
• Linking work functions to required competencies

• Conducting training needs assessments and developing training 
plans

• Developing indicators to evaluate institutional (and staff) 
performance in IM

Enhancing IM practice
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The case of med-influencers
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The case of med-influencers
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Institutional questions/ Questions for institutions...

Mis/Disinformation from health professionals? 

§ Is the health professional aware of spreading low-quality information?

§ Individual opinions versus evidence based findings. What is the link 
between health professionals freedom of speech and evidence-based 
information?

§ Health professionals employed in institutions and organization: a code 
of communication to verify the quality of their divulgation?

§ ... and what should mass-media do? 
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Current work
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Current work
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We have all theories, models and frameworks 

to manage infodemics. 

Now health institutions and organizations need to prepare. 

There is no way back (a time without infodemics?). 

Low-quality health information can kill. 

Effective institutional communication requires preparation 

and thus resources.

Overall, it is a main issue for public health.   



Many thanks for your attention…
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